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Abstract: 

Within the framework of the concept of Industry and 4.0, including IoT, the use 

of various sensors is increasingly widespread. It is necessary to understand that it is 

almost impossible to avoid so-called collisions (that is, overlaps) of signals. Such 

overlaps can and do lead to errors that can be quite significant. This article discusses 

the solution to the problem of identifying collisions, and also proposes an algorithm for 

avoiding such overlaps. The consequence of using this algorithm is to increase the noise 

immunity of the wireless network. 
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Introduction 

With the spread of the Industry 4.0 concept using, there was a need to improve 

and develop industrial interfaces and data transfer protocols of integrated systems for 

automated control [1]-[6]. The predominant choice of wireless data transmission has 

become quite natural. But here new challenges appear [7]-[21]. 

The problems of reducing energy consumption in wireless networks and high-

reliability (close to 100%) [22] is one of the most important when designing networks 

whose nodes use autonomous energy sources. The most important problem in such 

networks is the need to prevent collisions (conflicts). 

Collision of signals is their mutual superimposition, which occurs during the 

simultaneous transmission of signals from two or more sending nodes in a separate 

network environment, which leads to their distortion, loss of transmitted information, 

the need for retransmission of data, and, ultimately, to an increase in power 

consumption of a network node with an autonomous energy source and reduce the 

duration of use of the node. 
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At the same time, noise immunity is one of the key criteria for data transmission 

[8]. And it is necessary to make every effort to achieve the highest possible noise 

immunity, that is, reliability (to strive for 100%) [22]. 

Further in the article we will look at the mechanism for detecting signal 

collisions, and also propose our algorithm for increasing the noise immunity of a 

wireless network. 

Related works 

 As the number of devices connected to the internet and the amount of data they 

generate increases, the wireless spectrum is becoming an essential and scarce resource 

[23]. In this paper [23] authors note that most connected devices use wireless 

technologies that use the industrial, scientific, and medical (ISM) radio bands, as a 

result, different technologies are interfering with each other. 

In article [6] and [24] authors also write about huge number of devices expected 

to be connected to wireless networks. In [6] there is noted that collisions and 

transmission delay drawbacks are critical challenges when deploying IoT devices. And 

in [24] scientists pose our attention to spectrum scarcity that is one of the most 

important challenges currently and in the future. 

Researchers [22] propose using a subset of the best radio channels (whitelisting) 

and to group the links per timeslot, allocating them either to the same whitelist or even 

appropriately reordering them to avoid collisions. 

N. Sun and co-authors [25] consider underwater wireless sensor network and 

they note that the data transmission collision of underwater communication is very 

serious. Paper [26] proposes a communication protocol for low speed, long range IoT 

networks with a large number of IoT sensors. P. Branch and T. Cricenti in [27] write 

that collision management in wireless relay networks is challenging because there may 

be coverage overlap between multiple relays. The study [28] proposes multiple machine 

access learning with collision carrier avoidance protocol is proposed in the environment 

of 6G Internet of Things for creating an effective communication process. In [29] to 

solve the problem of packet collisions caused by the standard distributed coordination 

function protocol in wireless local area networks scientists propose a novel backoff 

state generation algorithm, called adaptive virtual backoff algorithm, operating in an 

access point. Authors in [30] propose a neighbor discovery algorithm using a bi-

directional carrier sense collision avoidance and multi subchannels based on a scan-
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based algorithm in order to solve the problem of collisions caused by mutual 

interference of multiple transmitting nodes which are in one reception beam of the 

receiving node. 

Thus, we see that the occurrence of collisions in wireless networks is a significant 

factor that reduces the network’s noise immunity and leads to errors. 

Collisions occurrence mechanism 

Internet-of-Things (IoT) systems and their applications rely on sensory data for 

operating context-aware functions [31]. 

Currently, many enterprises have a variety of sensors, and these sensors record 

all the necessary information. It should be noted that the coverage radii of these sensors 

often overlap, which in turn can also lead to collisions [32]-[35]. 

The most significant problem of collisions manifests itself during the initial 

configuration of wireless networks. Its essence lies in the fact that network nodes are 

not synchronized from the very beginning, they do not have any information about other 

end nodes-neighbors and coordinator nodes that perform the functions of dividing the 

network into segments (subnets) of routing. Network nodes also lack information about 

response times. When the coordinator of the subnet requests data, all its end nodes 

respond almost simultaneously, which leads to the overlap of the signals transmitted by 

them and the destruction of information in them. 

A typical example of a collision during simultaneous transmission of signals in 

a wireless network is shown in Figure 1. Coordinator R1 transmits a network packet to 

node a, transmission signal power P. At the same time, coordinator R2 transmits data to 

node b with the same signal power and in the same frequency range. The distance 

between R1 and ad1=δ(R1, a)>d2=δ(R2, a), so the signal from coordinator R2 is for node 

a noise, the level of which will exceed the level of the useful signal from coordinator 

R1, so node a will receive a distorted signal. 
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1, 2 - coordinators R1 and R2 signal areas; 3 – collision zone 

Figure 1: An example of a collision of signals during simultaneous transmission in a 

wireless network 

 

In wireless networks, the problem of collisions is complicated. The network 

coordinator, being in the center of the service area, ensures network interaction of 

several nodes that cannot directly exchange messages with each other due to 

insufficient signal strength and, therefore, cannot detect each other's signals. In this 

case, the simultaneous transmission of packets by nodes a and b to each other or to any 

other network node will lead to a collision in the network area served by the 

coordinator. An example of the impossibility of collision detection by end nodes of a 

wireless network in the coordinator zone is shown in Figure 2. 
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1, 2 – a and b nodes signals action areas; 3 – collision zone 

Figure 2: An example of the impossibility of detecting a collision by end nodes a and 

b of a wireless network during simultaneous signal transmission 

 

In this case, all management of collision detection and notification of end nodes 

is performed by the coordinator R. The collision results in the loss of transmitted data. 

With the described approach to the implementation of objects automated complex 

control system, a situation is possible when several information carriers will try to 

occupy the radio frequency communication channel at the same time. This will 

inevitably lead to the distortion of the information transmitted by them as a result of 

superimposing the contents of several parcels on each other. At the same time, a 

collision will occur. The applied coding method does not allow to separate the signals 

of each information carrier from the general signal, such parcels are simply not 

accepted. Figure 3 shows a typical example of a collision. 

 

Figure 3: Collisions occurrence 
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From the figure above, it can be seen that the information carrier NO1 has 

successfully transmitted its parcel. During the transmission by the second carrier of 

information NO2 of its parcel, the carrier of information NO3 also started the 

transmission of its parcel. As a result, there was an "overlapping" of information carrier 

parcels NO2 and NO3, etc. A collision occurred. The collision will lead to the fact that 

these parcels will either not be accepted by the reading device due to a violation of the 

applied encoding method, or will be received with errors. 

Anti-collision algorithm development and calculation  

In order to prevent the occurrence of collisions or at least to minimize the 

probability of their occurrence, it is necessary to use special anti-collision algorithms. 

The following algorithm was developed in this work. The main idea in the 

operation of this algorithm is next: in order to prevent collisions when several 

information carriers are in the receiving area, all information carriers must 

simultaneously observe the signals arising in the radio channel, while if the 

communication channel is busy (modulation is present), then each specific information 

carrier postpones the transmission of its parcel for a time interval that is determined 

randomly. Such an algorithm does not exclude the occurrence of collisions, but allows 

to minimize their occurrence. 

The anti-collision algorithm works in next way: when the data carrier is started 

(supplying power to the circuit), a pause of tп1 is initially maintained. The pause tп1 is 

determined by the insensitivity time of the used receiver, etc. at the time of starting its 

signal processing chains. This time can be determined from the following ratios 

according to formula 1 

 

Tstart=320.5· Tmtc =320.5·2.07=633 µs, 

 

(1) 

 

where Tstart – receiver startup time; 

   Tmtc – hour of the main time cycle. 

Hour of the main time cycle is determined by formula 2 
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Tmtc =(1/(frf/14))=(1/(6.76/14))=2.07 µs (2) 

 

where frf - reference frequency, is determined by formula 3 

 

frf  =(flg/64)=(125/64)=1.95 MHz (3) 

 

where flg – the frequency of the local generator, which is determined by the 

formula 4 

 

Flg=(fr/(1+(1/125)= (125/(1+(1/125)))= 125 MHz (4) 

 

where fr=125 MHz - the frequency of the radio frequency communication 

channel. 

Estimated pause time tп1 is 5 

 

tп1=Tstart+ tbi =633+100=733 µs (5) 

 

where tbi = 100 µs – hour of the bit interval, which is defined as follows 6: 

 

tbi = (1/Vt)=(1/10·103)=0.0001с=100 µs (6) 

 

where Vt=10 kBaud – speed of receiving data by the transmitter. 

 

After waiting for the pause tп1, the receiver of the information carrier is started 

and the presence of the carrier frequency in the radio channel is monitored. The absence 
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of a carrier frequency (modulation) in the radio frequency communication channel 

gives a signal to the microcontroller to start transmitting a parcel with information. 

After that, the microcontroller switches to waiting mode for the confirmation of 

reception/transmission and switches the receiver to active mode. If within 10 ms the 

receipt package was not received, the algorithm is repeated again. If the 

receipt/transmission confirmation parcel was successfully received, then before the 

next transmission of the registration parcel, a pause of tп3 is maintained, during which 

the information carrier is "silent". 

The duration of this pause can reach five minutes. It is necessary in order to 

relieve the communication channel from already registered information carriers and 

thereby reduce the likelihood of collisions. After the end of the tп3 pause, the algorithm 

will start its work from the beginning. 

If as a result of "listening" of the communication channel, the presence of 

modulation was detected, then the microcontroller must pause for a short random time 

interval before trying to transmit the package with the registration number, and then try 

to occupy the radio frequency communication channel again. 

If the presence of modulation was detected as a result of "listening" to the 

communication channel, then the microcontroller must pause for a short random time 

interval before attempting to transmit the information packet, and then try to occupy 

the radio frequency communication channel again. 

To do this, it generates a random integer S from the interval (0, 64). Next, a pause 

of tп2, called the delay interval, is maintained. The general random pause is selected 

according to the following formula 7: 

 

T∑=S·tп2 (7) 

 

where T∑ – pause multiple of pause tп2, and its duration is determined by a 

random number S and will last until S becomes zero. 

The delay interval is equal to 5 bit intervals and corresponds to the time 

determined from expression 8 

 

tп2=(N/Vt)=(5/10·103)=0.0005 s=0.5 ms 

(8) 
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where  N=5 bits – number of bit intervals; 

    Vt=10 kBaud – speed of receiving data by the transmitter. 

 

Thus, a random pause (without taking into account the command execution time) 

can take values from 0 to 32 ms. 

Figure 4 shows a situation similar to that shown in (Figure 3), but when using 

the anti-collision algorithm. 

 

 

Figure 4: The method of accessing the communication channel using the anti-

collision algorithm 

 

Now, when trying to transmit the parcel, the information carrier NO 3 discovered 

by listening to the radio channel of the communication channel that the latter was busy 

and only after waiting for a random pause Tsl tried to transmit its parcel again. Since 

the communication channel was free this time, the third carrier of information was 

successfully registered. Thus, this method made it possible to avoid the occurrence of 

a collision. 

Conclusion 

From the method of avoiding collisions described above, it can be seen that it is 

probabilistic in nature, and the probability of a carrier of information successfully 
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obtaining a radio frequency communication channel at its disposal depends on the load 

of the latter. Therefore, the smaller the NO is in the range of the reading device, the less 

likely collisions will occur. The latter explains the need for a tп3 pause. 

The non-contact means was implemented by using a radio frequency 

communication channel. However, the used radio transmission system has one 

drawback - the occurrence of collisions when several carriers of information try to 

register at the same time. To solve this problem, an algorithm was developed that allows 

you to minimize the probability of collisions. 
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